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The World Government Summit is a global platform dedicated to 
shaping the future of governments worldwide. Each year, the Summit 
sets the agenda for the next generation of governments with a focus 
on how they can harness innovation and technology to solve universal 
challenges facing humanity.

The World Government Summit is a knowledge exchange center at the 
intersection of government, futurism, technology, and innovation. It 
functions as a thought leadership platform and networking hub for 
policymakers, experts and pioneers in human development.

The Summit is a gateway to the future as it functions as the stage for 
analysis of future trends, concerns, and opportunities facing humanity. 
It is also an arena to showcase innovations, best practice, and smart 
solutions to inspire creativity to tackle these future challenges.
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Innovative silicon chips 
and system design will 
drive the next wave of 
economic development. 
However, this innovation 
is now controlled by 
the US and a few Asian 
countries such as Korea, 
Japan, and Taiwan. 

Egalitarian  
Approach Required  
To Unlock Hardware  
Innovation
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Section 1



Between 1995 and 2015 , semiconductor 
design and production has directly generated 
US$4-5 trillion in global GDP and indirectly 
generated another US$15 trillion. Total 
revenues for the chip industry are now more 
than $600 billion a year and growing at an 
annual year-over-year rate of 29%.1

But the fruits of this renaissance are not being 
shared equally today and are predominantly 
controlled by a few Western and Asian 
companies. A more egalitarian approach to 
developing hardware could help share these 
dividends across more countries. It would also 
accelerate the innovation required to meet 
global sustainable development goals. (SDG)

Countries around the world – specifically 
emerging economies that are making sizable 
investments in innovation - face considerable 
challenges to meet this opportunity. 

Even countries in Europe with advanced 
economies are discovering their growing 
dependence on silicon supply chain 
consolidation in Asia. Europe has been very 
successful in creating the building blocks for 
new chips, called silicon intellectual property 
(IP). However, Europe is getting cut out 
because they stopped making silicon at scale. 
Supply chain bottlenecks and geopolitical 
tensions are driving uncertainty. Also, the 
vulnerability of the core chip-producing 
regions to China/US strategic competition are 
a source of major supply chain risk.
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New monopolies are growing on the backs 
of companies willing to participate and drive 
the next wave of innovation. For example, PC 
chips and data centers are US-centric (Intel 
and AMD), phones are dominated by Apple 
(US), Qualcomm (US), Samsung (Korea), 
and MediaTek (Taiwan). AI and graphics 
are dominated by NVIDIA (US). Computer 
networking is led by Cisco (US) and Huawei 
(China).2

Some developing countries are starting to 
catch up. India, Malaysia, and Singapore have 
made considerable progress, thanks to solid 
science, technology, and math programs, 
close relations to the US, and proximity to 
low-cost Asian labor. Intel and Qualcomm 
made considerable investments to create 
silicon design centers, which helped jumpstart 
their digital economies. These design centers 
further catalyzed the growth of smaller 
startups innovating on new chip designs.3  

Developing countries like Saudi Arabia, 
Egypt, and Turkey, face significant challenges 
in building up the local talent required to 
participate in the next wave of hardware 
innovation. Africa is behind everyone 
else in terms of investment, training, and 
government infrastructure. They provide a lot 
of the minerals that go into the new economy 
yet do not get much opportunity to participate. 

This creates a chicken or egg problem in which 
leading system design houses are hesitant to 
invest owing to the limited market and skills. 
Moreover, students are unwilling to learn the 
requisite skills due to limited job prospects in 
their own geo. 
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2 IVaras, A., Varadarajan, R., Goodrich, J. Yinug, F., 2020. Government Incentives  
and US Competitiveness in Semiconductor Manufacturing.   
https://www.semiconductors.org/wp-content/uploads/2020/09/Government-Incentives-
and-US-Competitiveness-in-Semiconductor-Manufacturing-Sep-2020.pdf
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The current lock on silicon and system design 
is also exacerbating a brain drain of the best 
and brightest of the developing world towards 
western markets like the US. This erodes the 
limited opportunities that exist for developing 
countries to participate in the new economy.  

A new approach to egalitarian hardware 
design and development is required to 
break this chicken or egg logjam hampering 
access to opportunities around smart cities, 
autonomous vehicles, and the connected 
intelligence revolution. This is important not 
only for the developing world but could also 
reduce the developed world’s burden from 
subsidizing development efforts in developing 
countries. 

These more egalitarian approaches to silicon 
and system design will not necessarily 
support the most advanced technologies from 
day one. Nevertheless, it is essential to help 
developing countries to master the basics 
required to control their destiny. 
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Dr. Shreekant (Ticky) Thakkar 
Chief Researcher at the Secure Systems Research 
Center, Technology Innovation Institute.

“Linux demonstrated what is 
possible by open software. 
We need to break the glass 
ceiling for the silicon and 
systems hardware so that 
more countries can take 
control of their technology, 
supply chain, and destiny.” 
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There are several fundamental pillars 
underpinning an egalitarian approach to 
hardware innovation. Decentralization 
of technology platforms is leading 
to a greater diversity of options. 
Transparency is required to ensure 
equality on top of new AI systems. 
Diversity and inclusion can help existing 
leaders escape from the limits of 
technology myopia. Equal access is 
necessary to unlock opportunities in 
developing regions. Open principles 
can help leverage the benefits of open-
source software, data, and hardware. 

Section 2

Building The Pillars For 
Egalitarian Technology
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Efforts to create more autonomous and 
pervasive intelligence reshape every aspect of 
our societies. The fruits of these technologies 
today are biased towards already successful 
countries.

A more egalitarian approach to technological 
development exists in some realms like open-
source software to drive incredible benefit. 
However, more work around hardware, skills, 
data, and economic policies will be required to 
extend digital transformation beyond software 
to provide support and inject it into the 
physical world.
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5 A survey conducted in 2018 found 
“companies located in the EU invested some 
€1 billion in OSS in 2018. […] Econometric 
time series analysis of EU Member State 
GDP data indicates that in 2018, across all 
Member States, the economic impact of 
OSS was between €65 and €95 billion. (ref). 
Governments are now hoping to extend 
these kinds of gains into hardware. The 
European High Performance Computing Joint 
Undertaking ((EuroHPC JU) initiative invests 

billions more in developing open-source 
hardware for high-performance computing. 
If deemed successful, it will allow the EU 
to build their supercomputer capacity to 
ensure Europe’s technological autonomy. 
More significantly, the success of these 
projects could help fund the efforts needed 
to achieve the United Nations’ Sustainable 
Development Goals.

We are rapidly entering a new era of 
pervasive intelligence in which technology 
can finally deliver on some of the promises 
made by science fiction. A solid technology 
base will improve access to food, 
healthcare, and economic opportunity but 
many countries risk losing out on these 
opportunities. 

Technology access is a big issue as 
the world moves towards this kind of 
intelligence where pervasive or ambient 
computing becomes embedded in our 
infrastructure. It will help us with our daily 
lives, improve healthcare, and help to 
address concerns about climate change. 

5 Blind, K., Bohm, M., Grzegorzewska, P., Katz, A., Muto, S., Patsch, S. and Schubert, T., 2021.  
The impact of Open Source Software and Hardware on technological independence,  
competitiveness and innovation in the EU economy.



Decentralization Of 
Tech Ecosystems

The tech industry has recently 
undergone a significant shift 
from a few dominant technology 
platforms to a more decentralized 
collection of components. At the 
turn of the century, US companies 
such as Intel, Dell, and Microsoft 
had a firm lock on the computer 
industry. At the time, Apple 
was a minor player trying to do 
everything on its own with the 
hardware, software, and operating 
systems. By emphasizing 
user experience, developing 
simple-to-use but still powerful 
hardware, and developing its 
own supply networks, Apple was 
able to grow into the world’s 
most prominent company.6
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Decentralization of the new hardware 
platforms could help to enable similar 
business miracles in the developing world 
on top of a new wave of open hardware. 
The market has pushed the whole industry 
towards increased decentralization for 
specialized chips and hardware for AI, 
autonomous systems, edge devices, health, 
and wearable electronics in all forms and 
sizes. This new wave of decentralized 
hardware makes it easier for innovators with 
all levels of expertise to develop new ideas 
and businesses on top of various specialized 
Lego blocks. The availability has opened 
significant opportunities for people to put 
together systems to address particular usage.

Decentralization is about breaking down big 
markets into more layers which increases 
the overall size and types of opportunities. 
Computing has decentralized beyond PCs into 
AI, UAVs, machine vision, edge computers, 
and pervasive computing. Increasing 
attention on improving energy performance 
and usability will give hope to the idea that 
no one company can do it all, even if they 
want to. Now, only a fortunate few developing 
economies have been able to participate in 
these new opportunities. 

Countries like Israel and India are blessed 
with a large economy, the right language, 
engineering skills, and access to US 
opportunities. This has allowed them to 
grow a strong base of software skills and 
opportunities, and it is now moving into 
hardware. 

Other countries are finding different ways to 
cultivate their path. For example, the UAE has 
prioritized investments in new initiatives like 
the Technology Innovation Institute, various 
grand challenges, and educational efforts to 
train people, achieve some early success and 
then build on these results. Similarly, Egypt 
has partnered with chip design companies like 
Mentor Graphics to jumpstart local chip design 
innovation. Recently, the Kingdom of Saudi 
Arabia has partnered with Yokogawa electric 
to jump start Minimal Fab chip production.

The danger of not taking action is that it will 
accelerate the brain drain of talented people 
and increase dependency on countries with 
technological superiority.7
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7 Docquier, Frédéric. “The Brain Drain from Developing Countries.” IZA World of Labor, May 1, 2014.  
https://doi.org/10.15185/izawol.31.



Another danger would be that new 
technology platforms can obscure 
our view of the tradeoffs in using new 
algorithms, hardware, and systems 
to solve sustainability challenges. 
Transparency enables non-specialists 
and end-users to understand the rationale 
behind a system’s behavior. This makes 
it easier to identify problems and to ask 
appropriate authorities for changes and 
revisions in system behavior whenever 
appropriate.  

Full transparency of the algorithms under 
the hood of technological systems, their 
interpretability (understandability to 
humans), and their fairness are critical 
requisites for more egalitarian technology. 
Transparency is essential when a technical 
system’s behavior (i) is determined by an 
algorithm, implemented as hardware or 
software, and (ii) may affect people’s life 
and happiness. Examples include triage 
(admission to healthcare facilities), loan 
decisions, and assisted driving in vehicles. 

Today, the increasing role played by Machine 
Learning (ML) in all application areas has 
given rise to “black-box” technological 
systems, whose behavior is not determined 
by an algorithm but by the approximation of 
a function computed by an ML model, whose 
internal parameters have been set based on 
examples. Black-box system behavior may 
impair a technological system’s transparency, 
interpretability, and fairness. 
 
More egalitarian ML involves developing 
auxiliary models that can compute coherent 
justifications of the behavior of systems 
whenever this behavior affects humans one 
way or another. These auxiliary models come 
at a cost but satisfy an essential requirement 
for more egalitarian technology allowing 
humans to point out perceived unfairness 
in the technological system’s behavior 
and authorities to monitor the technology 
behavior and intervene to adjust it when 
needed.

Transparency 
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Dr. Ernesto Damiani
Senior Director of the Robotics and Intelligent  
Systems Institute at Khalifa University.

“Notions like understandability 
or fairness cannot be defined 
once and for all, so they should 
not be hardwired into systems. 
Instead, researchers should 
be enabled to design and 
tailor provisions for model 
and algorithm transparency 
that satisfy evolving, 
culture-specific needs”

17
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Success in one area might blind us to 
the dangers of a particular approach. 
The rapid financial success of some 
digital companies runs the risk of stoking 
technology myopia. Diversity and inclusion 
can help take advantage of a much larger 
set of viewpoints and collective wisdom to 
address more facets of complex problems 
like equitable development in balance with 
financial goals.  

For example, various types of algorithmic bias 
have been woven into algorithms, touchless 
water faucets, and even film over the years.9,10 
While the tech industry is making a concerted 
effort to weed out racism and gender bias 
from tech, a deeper issue relates to the 
economic factors. If we do not fix the financial 
aspects for incentive models, the regulation 
and policy pieces for improving the technology 
will be difficult.

Diversity  
And Inclusion

18

9 Benjamin, Ruha. “Race After Technology.” Ruha 
Benjamin. 2019. https://www.ruhabenjamin.com/
race-after-technology

10 Barton, Nicol Turner Lee, Paul Resnick, and Genie. 
“Algorithmic Bias Detection and Mitigation: 
Best Practices and Policies to Reduce Consumer 
Harms.” Brookings (blog), May 22, 2019.  
https://www.brookings.edu/research/algorithmic-
bias-detection-and-mitigation-best-practices-
and-policies-to-reduce-consumer-harms/
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Diversity also needs to extend opportunities 
across different cultures in the world. For 
example, Muslims, Buddhists, and Hindus 
bring different valuable world views that can 
add to the global conversation. Furthermore, 
each country in Africa brings diverse 
viewpoints and cultural resources. It is 
essential to be mindful of how existing power 
structures enabled by technology could be 
used against the wellbeing of others within 
each country. 

For example, Muslim, Christian, and Buddhist 
scientists may bring different perspectives 
on the meaning of privacy as it relates to 
technology implementation that end up 
working better than existing approaches. 
These different perspectives may also 
approach sustainable development goals 
with a different approach or balance them 
in various ways, which demonstrate better 
results in practice.



A more egalitarian approach to 
technology development can allow 
countries of all shapes and sizes to 
participate in technological advances 
and reap the value of their participation. 
Equal access can help align individual 
incentives with innovation, particularly  
in developing countries. 

A key element lies in reducing the barriers to 
developing local silicon and hardware design 
houses. For example, the UK does not have 
silicon manufacturing but successfully got 
design houses started owing to their work on 
developing early computer hardware. 

Taiwan grew into a silicon powerhouse 
owing to its willingness to become the go-
to country for building commoditized PC 
hardware at scale. Over time they extended 
their discoveries on improving efficiency for 
manufacturing low-cost computers into more 
sophisticated systems and chips. To extend 
their lead, they subsequently leveraged their 
engineering know-how, commercial relations 
with US companies, and close physical and 
linguistic proximity to China. 

Over time, American companies outsourced 
silicon manufacturing to Taiwan since 
it was seen as a low value add. Now US 
companies are trying to bring back some 
of this manufacturing know-how to ensure 
equal access in the wake of new supply chain 
bottlenecks and geopolitical tensions. 

Other countries are crafting their own path 
forward. For example, Singapore has been 
a leader in STEM training programs. As a 
result, they are ranked number one in math 
and science. This has attracted considerable 
Western investment in silicon design houses. 
Other Asian economies, particularly ones with 
English fluency and STEM training programs 
like India and Malaysia, are starting to benefit 
from the right language and access to nearby 
silicon manufacturing.

Outside of Asia, the lack of nearby 
semiconductor manufacturing and its 
ecosystem discourages local students from 
learning about the technology.11  This creates 
a kind of a chicken or egg problem. A small 
system design house does not take much 
investment, but companies may be reluctant 
to launch even these modest efforts if they do 
not see a path to success in a region. 
 
To help jumpstart local innovation, the 
UAE secured a significant investment in 
GlobalFoundries, a chip fabrication company, 
to close this gap.12 Khalifa University was one 
of the first schools in the region to introduce 
semiconductor and VLSI design training 
for the next generation of students. Other 
countries that have followed a similar growth 
path to innovation include Singapore and 
Taiwan.

Equal Access
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11 Mohammad, 2022.
12 Semiconductor manufacturer GlobalFoundries Inc. and major shareholder Mubadala Investment Co.,  

Abu Dhabi’s sovereign fund, raised almost $2.6 billion in an IPO, the third biggest on a US exchange in 2021.  
https://www.arabnews.com/node/1957586/business-economy. 



Dr. Baker Mohammad
professor at Khalifa University
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“This university curriculum is trying 
to serve the local market rather 
than export our talent elsewhere. 
But, if the local market does not 
have a vision or clear pathway 
to participate in a particular area, 
students are not motivated to 
learn this material. We need to 
create a positive feedback loop 
between training, opportunities, 
and business success stories for 
these efforts to succeed. This is a 
big challenge in the UAE, even with 
our significant advantages. These 
challenges are equally prominent 
in emerging European innovation 
economies, such as Cyprus, Estonia, 
Greece, Italy and Lithuania.”



The massive acceleration in the digital 
economy grew on the back of the 
European-initiated Linux open-source 
operating system and the infrastructure 
it enabled.13 This allowed businesses to 
shift their thinking from monetizing every 
aspect of a proprietary technology supply 
chain to creating a much bigger and more 
profitable shared commons for everyone to 
build on.14 Open-source software is a classic 
example of how equitable way of thinking 
can accelerate innovation. This standard 
and the open base have given rise to a 
rich ecosystem of software and tools for 
improving security, AI, academic research, 
and building some of the most powerful 
computers. (Most commercial data centers 
and cloud systems run Linux).15

It is also essential to consider the role of 
open standards to accelerate the ecosystem 
further. International standards on hardware 
and software will be crucial to ensure 
interoperability. Otherwise, consumers 
will have to gravitate back to technology 
controlled by one company, limiting its 
utility, flexibility, and adaptability. For 
example, when Intel created the USB port, 
they created a whole ecosystem for the 
technology to become interoperable and 
adopted everywhere. As a result, the USB 
port has dominated most modern consumer 
equipment, from wireless lights to cellphones. 
In contrast, the world is gravitating away from 
more proprietary approaches. 

Open-Source 
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13 https://www2.deloitte.com/us/en/insights/industry/technology/how-open-source-software-is-
turbocharging-digital-transformation.html

14 https://www.wired.com/2016/08/linux-took-web-now-taking-world/

15 https://www.redhat.com/en/resources/state-of-linux-in-public-cloud-for-enterprises



The US government played a crucial 
role in galvanizing new location-aware 
applications, businesses, and services 
when it unlocked the GPS service as an 
open data stream. This helped inspire 
calls to make other data freely available 
for everyone to use and republish without 
restrictions. However, there are many 
technical, ownership, and practical issues 
associated with opening data without a 
pragmatic framework.

In 2013 McKinsey suggested that 
governments and businesses needed a more 
nuanced and balanced approach to open 
data with the appropriate guardrails.16 The 
group estimated that the proper open data 
framework could generate more than $3 
trillion in economic activity through new 
revenues, savings, and economic surplus 
across seven industries. These insights helped 
guide the rise of open banking in Europe 
and healthcare interoperability in the US 
and Europe. More recently, efforts like the 
Open Data for Development Network and the 
Sustainable Development Goals Tracker extend 
open data tools to the developing world. 

Open Data
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Open data programs need to promote 
ownership and sovereignty of data to give 
citizens a say in the use and reuse of their 
data. Various privacy frameworks and data 
sharing laws need to be crafted to address 
multiple sustainable development goals. For 
example, healthcare agencies need to protect 
patient confidentiality. Still, increased sharing 
can improve treatment across providers, help 
identify the root cause of disease rapidly and 
make sense of differences between providers 
or treatment outcomes. However, these also 
need to address competitive reuse of business 
data to ensure fairness. The EU commission 
has also crafted rules on who can use and 
access data generated in the EU across all 
economic sectors.17 A  UN Data Privacy, Ethics 
and Protection Guidance note elaborates on 
specific approaches.18

16 James Manyika, Michael Chui, Diana Farrell, Steve Van Kuiken, Peter Groves, and Elizabeth Almasi Doshi. “Open data: 
Unlocking innovation and performance with liquid information” report dated October 1, 2013 by the  McKinsey Global 
Institute. https://www.mckinsey.com/business-functions/mckinsey-digital/our-insights/open-data-unlocking-
innovation-and-performance-with-liquid-information

17 EU Commission Press release, 2022. https://ec.europa.eu/commission/presscorner/detail/en/ip_22_1113

18 Data Privacy, Ethics And Protection Guidance Note On Big Data For Achievement Of The 2030 Agenda.  
https://unsdg.un.org/sites/default/files/UNDG_BigData_final_web.pdf



Innovations in open hardware design, 
development, and commercialization promise 
to extend the value of open source into the 
physical world. Open hardware could help 
catalyze innovation around self-driving 
cars, autonomous drones, more sustainable 
appliances, smart cities, and more agile 
manufacturing. One of the most promising 
developments has been the community 
around the RISC-V processor, which promises 
to do for chip design what Linux did for 
operating systems.19

Today, a handful of companies like 
Intel, Samsung, Taiwan Semiconductor 
Manufacturing Co., and Qualcomm dominate 
the market for fundamental building blocks like 
semiconductor chip fabrication and advanced 
chip design.20 Everyone else is at the whims of 
the business models of these companies and 
the trade restrictions placed on them by their 
governments.

This is not just about smaller countries, even 
industries that make the wrong decisions are 
left out in the cold. By some estimates, US auto 
manufacturers lost almost $210 billion in sales 
due to a chip shortage in 2021.21 Companies 
like Tesla found ways to avoid this shortage. 
The others are still trying to figure out a new 
approach. 

Open Hardware
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19 https://eurohpc-ju.europa.eu/ongoing-projects

20 Semiconductor companies market share worldwide from 
2008 to 2021. (https://www.statista.com/statistics/266143/
global-market-share-of-leading-semiconductor-vendors/) 

21 https://www.cnbc.com/2021/09/23/chip-shortage-
expected-to-cost-auto-industry-210-billion-in-2021.html



   

Open-source hardware requires a 
more thoughtful approach to quality 
and security than software. This is a 
big challenge for proprietary chips, and 
initially, it will be an even more significant 
challenge for open hardware. However, 
when organized efficiently, the wisdom of 
the crowd can sometimes discover, and 
fix problems never conceived by even the 
most prominent teams.

Open hardware provides a bottom-up 
approach to building the fundamental 
building blocks for these larger systems. 
Crafting a system of systems also needs to 
include various collateral to support testing a 
much more nuanced set of behaviors. Having 
an open-source collection of building blocks 
to build the components and scale the testing 
collateral promises to allow us to scale the 
complexity of these systems and ensure 
quality at the same time.

The industry is starting to recognize that an 
open-source model can bring a much larger 
set of eyes to inspect, validate and check that 
systems work as intended. Moreover, when 
new problems are discovered, the industry can 
rally to identify the affected infrastructure and 
craft a meaningful fix.

Open Quality
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Security  
By Visibility

Open source can take advantage of 
more eyes to identify and fix problems 
at a much larger scale than possible 
within any one company. Open 
systems can help hackers identify 
ways to break things, but they also 
dramatically lower the cost of fixing 
these problems for everyone. For 
example, most modern doors are built 
with standard lock designs. These lock 
designs provide fundamental building 
blocks that lower the cost of installing 
high-quality locks on everyone’s door. 
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Early industrial systems were protected by 
obscurity. The theory was that the control 
systems used in factories, power plants, and 
pipelines were too obscure for most hackers 
to attack and were not widely published. 
New threats like Stuxnet demonstrated that 
security by obscurity was not a resilient long-
term strategy. The security industry is starting 
to embrace a new notion around zero trust 
architectures to identify and strengthen the 
weakest links to ensure the whole system’s 
integrity. Even if one component in a system is 
compromised, the entire system’s security can 
be protected. 

The proliferation of open-source hardware 
could also democratize the chain of trust 
so smaller companies and countries can 
vet the security process across the entire 
software and hardware system. This will give 
smaller countries more significant control 
over the provenance of all the components 
in their infrastructure. Today the root of trust 
rests in the hands of the major hardware 
companies and is often vetted by their 
intelligence agencies. Open-source hardware 
will allow local governments to play a more 
significant role in controlling their security 
infrastructure.22  

27

22 Weerawarana, Sanjiva, Jivaka Weeratunge,  
and Sida. Open Source in Developing Countries. 
Stockholm: Sida, 2004.



An egalitarian approach to technology needs 
to strike the right balance between growing 
the shared development infrastructure while 
also rewarding countries, companies, and 
entrepreneurs for their investment. 

Some governments and businesses may 
be reluctant to invest in open-source 
technology out of concern that it it could 
give other countries or companies an unfair 
advantage. Open-source investment can also 
have a big payoff in developing local skills. 
For example, Europe is investing billions of 
euros in advancing “homegrown” European 
technology for high-performance computing, 
a significant fraction of this investment is 
on open architectures and hardware. While 
these investments also benefit the industry 
in other regions, they also cultivate European 
skills, competencies, and capabilities to take 
advantage of new open hardware ecosystem, 
allowing companies to create value and address 
sustainability goals faster and less cost. 

Open  
And Competitive
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This is leading to a more 
egalitarian process for creating 
value as we evolve from an 
oligopoly of a few companies 
that can create chips to a much 
larger free and differentiated 
IP market built on open 
hardware. This larger market 
can experiment in finding the 
best combination of open 
source and proprietary designs 
to build a successful business.

29



The open-source movement has 
played a vital role in the rapid 
growth of the Internet, cloud 
services, and AI. Early open-
source hardware was great for 
experimentation and research 
projects but did not scale to 
mass production. The next wave 
of open-source innovation will 
be driven by open hardware 
that helps bring innovation to 
the real world. Collaborations 
like RISC-V on instruction set 
architectures and chips will unlock 
opportunities for smaller countries 
and companies on new chips, 
devices, and business models.23

Section 3

The Next Wave  
Of Innovation
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23 https://people.eecs.berkeley.edu/~krste/papers/EECS-2014-146.pdf
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Open  
Prototyping

The first wave of open hardware 
supported experimentation and learning 
at the level of computer boards and 
embedded systems. Open platforms like 
Raspberry Pi and Arduino allowWWWed 
people to develop hardware and modify it 
without infringing proprietary IP. 

This enabled many developing countries to 
build innovative new devices and systems for 
local problems. However, these early systems 
are limited because the chips are not open. 
The chips must be treated as a closed box, due 
to implications with licensing, security, reuse, 
and accessibility.

32



   

Open  
Instructions

Researchers are working on the second 
wave of open hardware, which will 
allow smaller teams to build more cost-
effective, performant, and scalable 
products. RISC-V is the most prominent 
example of this next wave. There are two 
critical aspects for opening access to 
computer processors: an open instruction 
set architecture (ISA) and open recipes for 
building chip designs.

An ISA is vocabulary used to describe task 
execution on a computer chip or smaller 
microcontroller. There are only two dominant 
ISA today – x86 and ARM – however, there is 
a slew of small controllers with their own ISA. 
This slows the adoption of natively written 
programs – though very few people write at 
that level. Most programs are written in a 
high-level language like C++ and Java so that 
they are more portable across architectures. 
A small amount of software use native ISA 
to gain performance advantage and creates a 
barrier to move that code to a different ISA, so 
users are locked to either of the two leaders. 

The open instruction set developed by the 
RISC-V community will make it easier to 
reuse an instruction set on one design to run 
on another.
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Open  
Core Designs

The next step is to design a chip that 
can execute this instruction set. Some 
companies may use this free instruction 
set to write programs that run on 
proprietary processor designs. Others 
are exploring ways to collaborate on an 
open chip design as well. A chip design 
is a bit more elaborate than describing 
the architectural layout of a building. 
Designers need to specify the recipe that 
includes the specific ingredients and 
steps for processing the chips, called a 
front-end and back-end design. Once 
through these steps, the design gets 
pushed into the silicon manufacturing 
process to produce a chip. 
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Systems  
On A Chip

Open core designs will simplify the 
development of the system on a chip (SoC) 
hardware for embedded systems. The chip 
is typically made of a processor, graphics IP, 
imaging IP, memory controller, peripherals, 
and input-output controllers required 
to create functionality. These systems 
are specialized in various domains. For 
example, TII is working on an open-source 
secure flight controller that promises 
to reduce the cost of building fleets of 
autonomous drones. Other groups work on 
medical devices, industrial controllers, and 
smart city devices. 

Advances in open hardware chip 
manufacturing will facilitate a great leap 
forward in creating low-cost systems for 
various domains. This could lower the cost 
and make it easier for all countries to develop 
innovative devices to improve autonomous 
vehicles, medical equipment, industrial 
controllers, environmental monitoring, and 
precision agriculture.
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Bringing Quality  
To Equality

The next step is to figure out how to 
raise the quality level of open designs. 
Improving hardware quality requires a 
more extensive process than improving 
software quality. Proprietary chip 
companies have built extensive validation 
and verification processes to ensure 
that chips and microcontrollers work 
as intended and are safe and efficient. 
These companies are liable for any 
problems and may suffer market loss to 
competitors if quality problems are not 
resolved. 

Luca Benini 
Chair, Digital Circuits and Systems, ETH Zurich 
and Full Professor at the Università di Bologna

“We don’t need open hardware; 
we need high-quality open 
hardware that works as 
intended with minimal power 
and appropriate speed.” 

24 Benini, 2022
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The open hardware community is working to 
extend these same quality processes to open 
chip designs and the products built on them. 
The goal is to ensure the hardware designs 
are at the same quality level as existing 
proprietary designs. 

One significant aspect of this is the collection 
of tools for vetting the quality of hardware 
designs such as test cases, test automation 
tools, physical test benches, and test results 
under different circumstances. The larger this 
verification collateral, the more trust that the 
chip does not have bugs. 

In the old model, the hardware vendor is 
responsible for developing the tools to detect 
and remediate any problems. This limited the 
number of people who can work on the issue 
within the company. In open hardware, the 
more people who use the hardware, the more 
eyes that can add to the verification collateral, 
send bug reports, and create a more extensive 
set of test examples and better verification 
hardware to increase the quality and usability 
for everyone. 

This will increase the opportunities for smaller 
companies to differentiate their products and 
services based on product specifications, use 
cases, or the business model around it, just 
like companies do with open-source software.

37



Hardware requires various types 
of highly specialized skills and 
knowledge. The semiconductor 
industry consists of different 
sectors focused on chip design, 
specialized manufacturing tools, 
fabrications, and assembling 
these into final products. Most of 
the profits are in design, which a 
few western companies’ control. 
Other aspects like packaging 
chips into final products are more 
competitive and less profitable. 

Section 4

Bridging  
The Skills Gap
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Open hardware will open opportunities 
for smaller firms to innovate in the more 
profitable market for new designs. However, 
smaller countries will have to develop the 
appropriate strategy for growing local skills to 
take advantage of these new opportunities. 
Software is much easier to innovate on top 
of because any motivated student can get 
started with a computer and an Internet 
connection. However, students need more 
complex tools to design chips, verify designs, 
and then fabricate finished products. 

One of the biggest roadblocks for training 
students to build hardware is the cost of 
the tools themselves. Leading chip design 
companies give some licenses to Universities 
in the West, but these are harder to come by 
in developing countries. 

Educational programs also need to train 
students to connect open hardware pieces to 
solve local problems. This requires a systems 
development approach for teaching the 
next generation about all the pieces ranging 
from the software, operating system, and 
applications to make it work. To build viable 
new technology businesses, we also need to 
teach how to innovate at the system level. 
Teaching students how to build systems on 
top of RISC-V could provide the start for doing 
in hardware, at the system level, what we 
have done to build businesses at the software 
level. This will create a realistic starting 
point for creating business value, generating 
revenues, and growing a technology 
ecosystem for developing countries.
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25 Baker, 2022

Dr. Baker Mohammad 
Professor in Electrical Engineering and Computer 
Science at Khalifa University

“We are lucky at Khalifa University 
to have government support 
which enables us to pay for CAD 
tools licenses fees. Still, other 
universities are not as fortunate 
enough to get licenses even in 
the UAE and other developing 
countries. These licenses cost 
tens of thousands of US dollars 
per year which is not easy to 
secure for many universities. 
There are free open-source 
tools available, but these are 
not to the level that one can 
do fabrication with or lack 
support for advance technology 
nodes. So, this puts faculties 
and student at disadvantage 
due to lack of access to CAD 
tools and technology.” 

41

25



Incentivizing 
Diverse Talents

It is essential to grow local talent and 
build capabilities across different types 
of infrastructure to get more of the 
workforce to contribute to technological 
development. Governments, educational 
leaders, and industry will need to 
work together to cultivate the right 
skills in developing countries. 
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The government needs to either encourage 
industry to come or directly fund projects to 
get the ball rolling and patience is required 
since sizeable new revenue streams will not 
start pouring in overnight. It is essential 
to have a long-term plan for sustainable 
development. It is also necessary to bring the 
human factor into play. The goal is to develop 
the humans that will drive this economy and 
drive the rest of the technological advances at 
the local and global levels.

With the right approach, big companies 
could contribute to achieving sustainable 
development goals in the developing world and 
improve long-term business results at the same 
time. This may require more investment in the 
short run but could have long-term benefits. 
One approach is developing KPIs that balance 
the long-term benefits of growing a global 
workforce against short-term costs. 

Short-term profits are essential, but the 
appropriate investment today could have a 
much more significant impact on their bottom 
line in the long run. Various strategies could 
include donating tools and sending engineers 
to spark the right educational talent. This 
would also give the companies an edge in 
recruiting more loyal talent than in more 
developed countries with a broader array of 
employment opportunities to draw workers’ 
attention. 
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Section 5

Finding  
A New Balance

Some care must be taken to find 
the appropriate balance to improve 
equality and diversity in technological 
development. For example, leading 
nations may be motivated to enhance 
their perception of soft power provided 
by proprietary technology. They may 
be hesitant to let go of this power, 
compromising their global ranking. A 
more egalitarian approach to technology 
development will balance these concerns 
against opportunities to grow global 
economic success for developing and 
underdeveloped countries. 

 
We also need to address capital bias, which 
is the tendency of capital and skills to flow 
towards developed markets and infrastructure 
rather than underdeveloped economies that 
might have contributed to innovation. The 
best policy needs to respect local sovereignty 
and facilitate trade with the global economy. 
It is also essential to strike the right balance 
between isolation and making it easy for 
existing tech companies to extract talent 
and data from a country with a minimal 
return to the local economy. Countries risk 
slowing development if the controls around 
Internet connectivity, data flow, and business 
development are too rigid or opaque. 

Another potential impediment is looking at 
developing economies as a resource to be 
exploited rather than a trusted partner to be 
grown. Short-sighted practices can create 
distrust among both parties. For example, 
modern forms of technology colonialism may 
involve acquiring a company and then closing 
the local offices. Government and firms should 
guard against this. Governments may look for 
ways to ensure that IP and investment laws 
create a framework for the fruits of innovation 
to drive further local opportunities. They may 
also look for ways to incentivize larger businesses 
to maintain offices in the country when they 
invest or acquire a stake in a local firm. 

It is also essential to inspire the brightest 
talent to contribute to and grow the local 
economy rather than leave for countries with 
more accessible opportunities. It may be 
helpful to create policies and cultures where 
everyone feels valued for their contribution 
financially and socially. Leveling out the 
playing field, weeding out corruption, and 
creating the business environment and 
infrastructure to innovate can go a long way in 
helping smaller countries realize the value of 
this precious resource.
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Dr. Baker Mohammad
Professor, Khalifa University
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“Having lived in the US, and 
then here, I see the possibility 
for young people in the UAE 
and throughout the Middle 
East to continue technological 
advancement for all of us if 
given a chance. Most of the 
responsibility for this lies in local 
policies, as COVID had shown us, 
we are all one in the world, and 
we could all benefit from tapping 
into resources we have in the 
different parts of the world.”



Section 6

Recommendations  
For Unlocking Hardware 
Innovation

A more egalitarian approach to 
hardware innovation will make 
it easier for startups and local 
talent to grow within smaller 
and less developed countries 
and communities, raising the 
quality of life for all of us. When 
everyone has something to hold 
on to, there is more motivation 
to come together to solve our 
common problems. 
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The next wave of open hardware presents 
a tremendous opportunity for developing 
countries to participate in the technology 
economy. It will be essential to start by 
creating the skills and attracting businesses 
to demonstrate early success. After that, more 
companies will start building or opening 
offices next door when these succeed. We 
need to make sure that the money and the 
economic benefit stay local. 

However, this requires some government 
support, such as recent Saudi Arabian 
investment in minimal fab technology, Indian 
investment in semiconductors fabs, and UAE 
investments in research and education. These 
kinds of programs are shining the path for 
others to take advantage of the semiconductor 
boom. 

In the early part of the last century, we had 
the luxury of focusing on economic growth. 
Still, as the impact of pollution caught up 
with countries such as smog in the UK and 
burning rivers in the US, each nation began to 
craft a better environmental policy. The next 
layer of sustainable development will require 
us to extend these same ideas to global 
tech development. These new technology 
businesses need to contribute to reducing 
poverty, supporting health care, and providing 
educational opportunities.
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Money, profit, and market access have created 
the technology that has endowed us with 
our current state of abundance, but some of 
this has come at the expense of our global 
ecosystem’s natural endowment. It is also 
essential to consider how bad things could 
become catastrophic as they scale. In the 
worst scenario, the rise in computing could 
drive conflict over scarce resources, accelerate 
energy usage, and lead to new forms of 
pollution we do not know how to manage. 
A more egalitarian approach to technology 
innovation must be responsible for the impact 
on the planet and the individual. 

Governments should promote a more open 
approach to designing complex systems and 
grow these organically and safely. The rapid 
rise of new issues illustrates the many ways 
that the growth of innocuous things can create 
significant problems no one had considered 
before. Governments can play an essential role 
in helping to grow these open systems in a 
standardized and coherent manner. 

Governments also need to help the industry 
ecosystem, especially smaller companies, 
with the resources and capital to participate. 
Government support for open-source 
initiatives focused on small to medium-sized 
enterprises could help. It is not just about 
contributing to the open-source community. 
It is also about developing skills to apply 
them to practical problems.

Every country should explore ways to develop 
its open-source expertise by incentivizing 
work on open hardware with measurable 
goals. For example, the TII is collaborating 
with others to build an open-source flight 
controller for drones in which most of the 
baseline IP is open source. The European 
Union has launched a significant initiative to 
create open hardware for cloud computing. 

Governments should also focus on open 
research initiatives to increase the impact 
and benefits on society. New countries and 
vendors can create value by creating their own 
designs for functions, which they can also sell 
to other potential customers.

Government can also play a role in improving 
the availability of common interface and 
memory IP (e.g., USB3 Controller, LPDDR4/5 
Controller) required to build hardware. These 
can be prohibitively expensive. We need 
governments to make these affordable so that 
new emerging countries can create their own 
SOCs. These common interfaces should be 
extended to the board level too. 

A more egalitarian approach to hardware 
innovation promises to open market 
opportunities in diversity. There are a lot 
of cases where a richness of diversity can 
lead to much more significant benefits than 
innovation developed by any one country. 

Innovation of IP blocks from different 
countries will lower costs and improve the 
solutions for solving specific problems 
pertinent to those areas. People in Africa and 
India may want to focus on power efficiency. 
People near oceans may need sensors to 
optimize for monitoring oceans. System 
designers in the desert are likely to tune 
hardware designs to work on local problems 
such as desalinating water, which may 
become more critical for developed countries 
in response to climate change but are not big 
problems today.

Diversity will raise the living standards 
for people in all of these geographies 
as they participate in this trillion-dollar 
semiconductor boom. 
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“Can you imagine if individuals 
in a village in Africa could 
have the power to build their 
technology? The outcomes 
are going to be economically 
amazing. A person could 
build a startup that changes 
the world or removes many 
issues we are facing around 
sustainable development goals.”

Dr. Hoda A. Alkhzaimi 
Director of Center for Cyber Security,  
Research Assistant Professor,  
Center for Cyber Security,  
New York University/ Abu Dhabi
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