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It has become all too apparent that healthcare systems 
around the world are poorly prepared to meet the 
demands of the populations they serve. The COVID-19 
pandemic has underscored this harsh truth: In everything 
from public health capacity to the simple availability 
of personal protective equipment, governments and 
healthcare providers everywhere have struggled to cope 
with the spread and impact of this virus.

The failures highlighted by the COVID-19 pandemic have 
not been the only sign that current healthcare systems are 
struggling to protect local populations.Major public health 
threats — arising from both natural and human causes 
— have been exposing the weaknesses of healthcare 
systems that, in most cases, were designed for more 
stable and predictable circumstances.

Today, just as the business sector has recognized the 
need to adapt to a world of volatility, uncertainty, and 
complexity, the healthcare sector must take urgent steps 
to build its resilience. Governments, regulators, and 
healthcare providers must work to make systems more 
robust over the next decade.
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Healthcare resilience can be defined in different ways. 
It has been described as “a health care system’s 
ability to adjust its functioning prior to, during, or 
following changes and disturbances, so that it can 
sustain required performance under both expected and 
unexpected conditions”1; or as “the capacity to adapt 
to challenges and changes at different system levels, 
to maintain high quality care.”2 Strategy& defines 
healthcare resilience as the capacity of countries to 
prevent, surveil, respond to, and recover from shocks, 
stresses, and adversity (see Exhibit 1).

Building healthcare resilience requires coordinated 
action among three sets of core stakeholders: central 

governments (acting both internally and in cross-
government efforts), health system regulators, and 
healthcare providers.

Each of these core stakeholders needs to act across 
three areas: exposure to hazards, vulnerabilities, and 
response capacities. This paper presents a framework 
for assessing where a country stands in each of these 
three areas, and blueprints for action for each set of 
stakeholders with respect to prevention, surveillance, 
response, and recovery. Case studies illustrate 
how particular healthcare system stakeholders are 
demonstrating what can be done to address the 
imperative of healthcare resilience.

EXHIBIT 1: HEALTHCARE RESILIENCE

Source: Strategy&

Countries need to have the capacity to:

… in the face of shocks, stresses, & adversity

…PREVENT…
 Prevention is a healthcare system’s ability to

 anticipate potential shocks, prepare institutions
 & human resources for emergency, while

 ensuring availability of enough critical medical
supplies & equipment for times of crisis

…SURVEIL…
 Surveillance is a healthcare system’s ability to

 detect, early on, the emergence of a crisis,
 monitor it, & control its spread across an area,

small or large

…RESPOND…
 Response is a healthcare system’s ability to deal

 with any emerging health crisis or shock, then
 quickly mitigate & adjust to changing conditions

in a way that is agile and flexible

…& RECOVER…
 Recovery is a healthcare system’s ability to regain

 its pre-crisis operating capacity & improve by
 enhancing resilience against potential future

shocks
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The consequences of unprepared healthcare systems during the COVID-19 
pandemic have been severe. As of May 7, 2021, more than 156 million 
COVID-19 cases have been confirmed worldwide, with more than 3.2 million 
deaths.3 It is estimated that as many as 150 million people will fall into 
extreme poverty4 and 265 million will experience acute hunger.5 Meanwhile, 
the global economy is estimated to have contracted 4.3 percent in 2020, and 
global GDP in 2021 is forecast to be 5.3 percent lower than pre-pandemic 
projections, a drop of about US$4.7 trillion.6 In 2020, 8.8 percent of global 
working hours were lost compared with the last quarter of 2019, equivalent 
to 255 million full-time jobs.7

The pandemic has not been the first global warning in recent years that 
there is a need to make healthcare systems resilient. In 2005, Hurricane 
Katrina caused more than 1,800 deaths and displaced more than 770,000 
in New Orleans, Louisiana, but also “destroyed much of the New Orleans 
health care system.”8 Access to healthcare facilities that were not actually 
destroyed was seriously hampered, and facilities that were not evacuated 
found it impossible to maintain standards of care as the floodwaters rose. 
The number of evacuees from New Orleans requiring healthcare — many of 
whose medical records were destroyed — caused public health emergencies 
to be declared in nine states that were not primarily a�ected by the storm.9

A subsequent report by a select bipartisan committee of the US House of 
Representatives came to conclusions that still apply to many healthcare 
systems around the world. The report argued that “medical care and 
evacuations su�ered from a lack of advance preparations, inadequate 
communications, and di¡culties coordinating e�orts.” Among its findings 
were that:

• Deployment of medical personnel was reactive, not proactive

• Poor planning and inadequate pre-positioning of medical supplies and 
equipment led to delays and shortages

• New Orleans hospitals, the Veterans A�airs Medical Center, and medical 
first responders were not adequately prepared for a full evacuation of 
medical facilities

• Hospital and Veterans A�airs Medical Center emergency plans did not 
adequately address communication needs

• Medical responders did not have adequate communications equipment 
or operability 

• Lack of electronic patient medical records contributed to di¡culties and 
delays in medical treatment of evacuees

• Deployment confusion, uncertainty about mission assignments, and 
government red tape delayed medical care10
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Another example is the tsunami set o� by the 2011 
Tōhoku earthquake in Japan. It claimed more than 
16,000 lives, filled more than 1,300 shelters in Miyagi 
Prefecture with more than 320,000 evacuees, and 
devastated the region’s healthcare infrastructure. In the 
coastal areas of Iwate Prefecture, three hospitals were 
destroyed and approximately half of all clinics and other 
health facilities were damaged.11 On the coast of Miyagi, 
five hospitals and 186 other healthcare institutions 
were damaged.12 These two prefectures, along with the 
neighboring Fukushima Prefecture, already su�ered 
from shortages of doctors and healthcare facilities.13

The Japanese Medical Association Journal subsequently 
described a number of problems “during the emergency 
relief phase,” issues that are valid elsewhere:

1. Delay in the rescue and evacuation of patients and 
workers who were isolated in coastal hospitals

2. Delay in reaching evacuees at shelters and at home

3. The leadership and coordination system for disaster 
health management were undefined

4. The input of logistic supports and non-clinical 
public health interventions (such as food sanitation, 
environmental hygiene, infection control, 
nutritional assessment, and support for people 
requiring special care) were delayed and sometimes 
insu¡cient

5. Disaster control centers at towns and prefectures 
could not promptly respond to the requests from 
frontline operations

6. Disparities in levels of hygiene, nutrition, and living 
environment among shelters were recognized even 
three weeks after the disaster event14

A warning that relates directly to the impact of the 
COVID-19 pandemic was the Ebola epidemic of 2014–
16 in West Africa, which resulted in a reported 11,310 
deaths in Guinea, Liberia, and Sierra Leone. The issues 
in those healthcare systems are directly relevant. The 
Centers for Disease Control and Prevention in the U.S. 
concluded that “[w]eak surveillance systems and poor 

public health infrastructure contributed to the di¡culty 
surrounding the containment” of Ebola when the first 
outbreak of the virus occurred in Guinea.15 A study 
published in 2015 in The Pan African Medical Journal
reported:

“In most of the a�ected areas interventions like case 
contact tracing and follow-up, referrals to a health 
centre when a case is suspected, safe burial practices 
and disease surveillance at community level were 
not routinely carried out. There was an insu¡cient 
number of case management centres despite the daily 
increasing demand. The already fragile National Health 
System in Guinea was rapidly overwhelmed leading to 
the inevitable accelerated spread of Ebola.”16

Countries’ realization that their healthcare systems 
lack resilience has certainly been reinforced by the 
COVID-19 pandemic. A 2020 report from the European 
Commission observed, “Health systems were largely 
unprepared for an outbreak of this magnitude.”17 Such 
perceptions were amplified in the October 2019 Global 
Health Security (GHS) Index compiled by the Nuclear 
Threat Initiative, the Johns Hopkins Center for Health 
Security, and the Economist Intelligence Unit. The GHS 
Index’s compilers examined data from 195 countries 
across six categories: prevention, detection and 
reporting, rapid response,  health system, compliance 
with international norms, and risk environment. 
The overall finding: “National health security is 
fundamentally weak around the world. No country is 
fully prepared for epidemics or pandemics, and every 
country has important gaps to address.”18

Healthcare resilience is about more than fending o� 
these dangers. Developing resilient healthcare systems 
provides a country with numerous advantages. It 
makes a country able to cope with unforeseen needs 
and outright emergencies, whether natural disasters or 
human-made problems — saving lives and enhancing 
personal security and that of society at large. It protects 
economic activity from the e�ects of these hazards, 
whether the problem is widespread crime or the 
impact of cyberattacks on healthcare entities, thereby 
strengthening the national economy.
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EXHIBIT 2: STRATEGY& HEALTHCARE SYSTEM RESILIENCE ASSESSMENT FRAMEWORK

Source: Strategy&
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To build healthcare resilience, governments need to 
begin by identifying their country’s strengths and 
weaknesses in three areas: exposure to hazards, 

vulnerabilities, and response capacities. Assessment in 
each of these areas should cover various specific factors 
(see Exhibit 2).19 
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Building health preparedness is a global imperative 
due to the increasing prevalence of hazards, both 
natural and human-made, including extreme weather, 
pandemics, environmental pollution, crime, terrorism, 
and political unrest.

Natural Hazards

Natural hazards include instances of extreme weather 
such as droughts and hurricanes, the frequency of 
which is increasing due to climate change. Over the last 
two decades, according to a U.N. report, 7,348 natural 
disasters around the world claimed 1.23 million lives 
and a�ected over 4 billion people — a dramatic increase 
over the previous 20 years.20

Infectious diseases and dangerous pathogens such 
as the Ebola virus, SARS, MERS, and SARS-CoV-2 
have become major considerations in national risk 
assessments, such as the Worldwide Threat Assessment 
of the U.S. Intelligence Community (2019), the National 
Risk Assessment in the U.K., and the National Risk 
Assessment by the Federal O¡ce of Civil Protection and 
Disaster Assistance in Germany (2011).

Human-Caused Hazards

Human-caused health hazards come in many forms, 
including environmental threats, crimes, and political 
unrest. Human-caused hazards can deliver a shock 
to the healthcare system in many ways. For example, 
on the environmental front, air pollution is the fifth-
leading risk factor for mortality globally, and more 
people die each year from air pollution than road tra¡c 
injuries or malaria.21 Water contamination and pollution 
cause diseases such as cholera, diarrhea, and dysentery. 
It is estimated that 829,000 people die from diarrhea 
each year due to unsafe drinking water, inadequate 
sanitation, and poor hand hygiene.22

Roughly 400,000 people die from intentional homicide 
each year. In some countries, such as Brazil and India, 
intentional homicides account for over 60,000 and 

40,000 deaths per year, respectively.23 More than 190,000 
terrorist incidents have occurred worldwide since 1970, 
according to one estimate.24 In a finding that suggests 
a particular human-caused hazard not just for countries 
generally but for healthcare systems in particular, the 
International Institute for Counter-Terrorism reported 
in 2013 that “[a]pproximately 100 terrorist attacks have 
been perpetrated at hospitals worldwide, in 43 countries 
on every continent, killing approximately 775 people and 
wounding 1,217 others.”25

Moreover, it is not just the exposure of people to 
human-caused hazards that requires resilience from 
healthcare systems. Cyberattacks targeting healthcare 
infrastructure now pose a significant threat to public 
health. The chief information security o¡cer of a major 
American healthcare provider observed in late 2020, 
a year when malevolent actors took advantage of the 
COVID-19 pandemic to develop new cyberthreats, 
that “[H]ealthcare is and has been the No. 1 target for 
cybercrime, and the number of attacks on healthcare 
organizations has been increasing exponentially over 
the past few years, primarily because of the value of 
data they can obtain from a successful attack, and 
the fact that cybercriminals know that if they lock up 
systems and data, that has a significant impact on 
operations.”26

Political unrest in the developing world also frequently 
has adverse consequences for the provision of 
healthcare services. A study of rural hospitals in Uganda 
notes that political unrest, along with the lack of a 
healthcare workforce and the insu¡cient availability of 
essential medicines and equipment, is a main factor 
“a�ecting the international community in addressing 
the hefty disease burden in World Health Organization 
African regions.”27 Research on utilization of antenatal 
care in Nepal has found that “[a]rmed conflicts, which 
primarily occur in low- and middle-income countries, 
have profound consequences for the health of a�ected 
populations, among them a decrease in the utilization 
of maternal health care services.”28
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In the face of the many hazards just described, 
healthcare systems must deal with major vulnerabilities 
at the country level that will intensify the impact 
of natural and human-caused hazards. These 
vulnerabilities can be summarized into six types 
that will put increasing pressure on health systems: 
clinical, behavioral, disease profile, environmental 
and occupational, demographic/at risk-groups, and 
economic and social.

1. Clinical

Inadequate or unequal access to quality healthcare, 
where such lack of access exists, is a critical 
vulnerability. A healthcare system is more vulnerable 
if, even in good times, access to care is insu¡cient. 
The Healthcare Access and Quality (HAQ) Index is a 
standardized measure that sheds light on the access 
and quality of healthcare globally. There is obviously 
significant variation in access and quality between 
developed and developing economies, and there 
are even notable di�erences in HAQ scores among 
developed countries with established healthcare 
systems. HAQ scores ranged between the 10th and 
seventh deciles in 2016 for both England and the U.S.29

2. Behavioral

Individual behaviors such as poor diet (which can be 
caused by factors beyond individuals’ control — see 
“Economic and social”), lack of exercise, alcohol and 
tobacco use, etc., create vulnerabilities for healthcare 
systems. They make individuals more vulnerable to 
chronic diseases and to crises.

3. Disease Profile

The high prevalence within a given population of chronic 
conditions such as cardiovascular and kidney disease 
or diabetes, which make people more vulnerable in 
acute situations, is an obvious source of vulnerability 
for healthcare systems. The fact that the prevalence of 
diabetes, for example, has been rising more rapidly in 
low- and middle-income countries than in high-income 
countries30 indicates rising vulnerability. (A country or 
region’s disease profile, in turn, will in various ways 
depend on the vulnerabilities listed below.)

4. Environmental and Occupational

Population health vulnerabilities are also dependent 
on environmental conditions such as water and air 
quality. A 2018 UNICEF report, Mongolia’s air pollution 
crisis: A call to action to protect children’s health, 

observed that “[a]ir pollution is linked to reduced 
foetal growth, preterm birth, low birth weight, impaired 
cognitive intra-uterine development, impaired cognitive 
development, and even spontaneous abortion. It is 
also linked to diseases that can be highly debilitating 
for children, such as bronchitis and asthma, causing 
children to miss school and other important learning 
and development opportunities.”31 A country’s 
occupational profile may also be a significant factor in 
creating health vulnerabilities: For example, countries 
with mining industries and without proper health and 
safety protocols can have an elevated incidence of 
respiratory ailments.

5. Demographic/At-Risk Groups

The healthcare systems of di�erent countries will also 
have di�ering levels of vulnerability depending on 
the country’s demographic profile and its implications 
for population health. Countries with large elderly 
populations, for example, will have a relatively 
high prevalence of people with non-communicable 
diseases such as cardiovascular disease, hypertension, 
arthritis, and diabetes — so that developing countries 
with relatively young populations have fewer health 
vulnerabilities of certain types than do developed 
countries. High fertility rates in developing countries, 
on the other hand, create their own vulnerabilities for 
healthcare systems, forcing them to increase capacity 
and access. 

6. Economic and Social

Populations and segments of populations — and therefore 
the healthcare systems that serve them — are more or less 
vulnerable to various health risks depending on variables 
such as poverty rates, population density, housing quality, 
household size, quality of public sanitation, etc. In the 
U.S., where asthma occurs disproportionately among 
minority communities, “[s]ocial determinants and 
structural inequities largely drive disparities” in this area 
of health.32

Sometimes economic and social conditions can explain 
factors that may appear to stem from individual 
choices, such as poor diet. In the Marshall Islands, 
which currently has the highest prevalence of diabetes 
of any country in the world, with the highest ratio of 
people diagnosed with type 2 diabetes, “[i]nhabitants 
have become increasingly dependent on imported, 
processed foods that are high in sugar, since local foods 
and imported fruits and vegetables tend to be the most 
expensive.”33
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Response capacities describe a healthcare system’s abilities 
and available resources to respond to public health crises.

PREVENTION CAPACITY

SURVEILLANCE CAPACITY

EMERGENCY RESPONSE CAPACITY

RECOVERY CAPACITY

16



1. Prevention Capacity

Healthcare systems must be able to prevent the 
emergence of new shocks via preparedness plans, 
immunization strategies, national medical stockpiles, 
and emergency procurement protocols. The WHO’s 
Toolkit for assessing health-system capacity for crisis 
management: Help countries minimize the impact of 
future health crises suggests structuring prevention 
capacity around the following six key functions of 
healthcare systems:34

• Leadership and Governance

• Health Workforce

• Medical Products, Vaccines, and Technology

• Health Information

• Health Financing

• Service Delivery

2. Surveillance Capacity

Surveillance is a healthcare system’s ability to detect 
the emergence of a crisis early on, and then monitor 
and control its spread across the country. Means of 
health surveillance include disease testing, veterinary 
supervision, predictive analytics, data monitoring, and 
international cooperation. The authors of a paper for the 
Disease Control Priorities Project defined public health 
surveillance as “a tool to estimate the health status 
and behavior of the populations served by ministries 
of health, ministries of finance, and donors.” They 
propose a list of “surveillance strategies” including 
“sentinel surveillance” (in which “a prearranged sample 
of reporting sources agrees to report all cases of defined 
conditions, which might indicate trends in the entire 
target population”), periodic population-based surveys, 
laboratory-based surveillance, and integrated disease 
surveillance and response.35

3. Emergency Response Capacity

Response is a healthcare system’s ability to deal with 
any emerging health crisis or shock, quickly mitigate it,
and adjust to changing conditions in a way that is agile 
and flexible.

4. Recovery Capacity

Recovery is a healthcare system’s ability to regain its 
pre-crisis operating capacity and potentially bounce 
forward by enhancing resilience to potential future 
shocks. Key elements are disaster recovery plans, 
stimulus funding, investment in the localization of 
supply chains for critical goods, and investment in 
technology-enabled systems.

Scoring Methodology

Strategy& has developed a methodology to score a 
country’s healthcare resilience based on all the factors 
described above. We have identified 202 indicators across 
all the factors. These indicators are normalized to score 
the resilience of a country’s healthcare system. The key 
performance indicators have been summarized in Exhibit 
3 and detailed in the Appendix.
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EXHIBIT 3: STRATEGY& RESILIENCE ASSESSMENT METHODOLOGY

Note: KPIs = key performance indicators 

Source: Strategy& analysis
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CAPACITY
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CLINICAL

Scoring2

3

7 indicators 
spanning 7 key 
dimensions; 
sources include 
World Resources 
Institute, Food
and Agriculture
Organization of the 
United Nations

12 indicators 
spanning 6 key 
dimensions, sources 
include World 
Economic Forum, 
European Union, 
Vision of Humanity

5 indicators 
spanning 2 key 
dimensions

39 indicators 
spanning 10 key 
dimensions

Assessment
of 202 KPIs, 
Normalizing & 
Averaging Scores

36 indicators 
spanning 23 key 
dimensions

20 indicators 
spanning 5 key 
dimensions

Assessment of strategies, policies, & regulations; governance & partnerships; 
financing; information management resources; infrastructure; & medicine 
vaccines, & technology. Source: GHS index, World Bank, World Health Organization, 
Strategy& analysis

10 indicators 
regrouped in a 
single dimension

Source: World Health Organization, World Bank, UNESCO, 
Institute for Health Metrics and Evaluation, United Nations, 

World Prison Brief, Macrotrends, Strategy& analysis

6 indicators 
regrouped in a 
single dimension
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Countries need integrated and evidence-based health 
resilience blueprints that enable them to:

1. Assess their exposure to natural and human-caused 
hazards in order to establish a baseline of factors that 
may cause a strain on their healthcare system

2. Reduce their key vulnerabilities (clinical, behavioral, 
disease profiles, environmental and occupational, at-
risk groups, economic and social) through a targeted 
long-term resilience strategy

3. Build their prevention capacity through instituting 
the right enablers for leadership and governance; 
health workforce; medical products, vaccines, and 
technology; health information; health financing; and 
service delivery

4. Build their surveillance capacity through real-
time and comprehensive disease testing, risk-based 
veterinary supervision, predictive analytics, data 
monitoring, and international cooperation

5. Build their emergency response capacity through 
adaptation strategies, anticipatory and flexible laws, 
agile governance structures and decision making, 
public–private partnerships and risk sharing models, 
contingency funding, and available financial resources

6. Build their recovery capacity through disaster 
recovery strategies, investments in technology-
enabled systems, and localization of supply chains

Governments can deliver on their health resilience only 
through coordinated action. Health resilience, even in 
the most developed countries, requires such action 
throughout the entire government and healthcare 
systems by the three core stakeholders. These are 
the central government (acting internally and in 
cross-government e�orts), healthcare regulators, and 
healthcare providers (see Exhibit 4).

These three core stakeholders will each take action 
in multiple areas, including strategies, plans, and 
regulations; governance and partnerships; financing; 
information management; resources; infrastructure; 
and medicines, vaccines, and technology. Each core 
stakeholder will need to identify priorities so that 
e�orts to build healthcare resilience are e�ective and 
protect the system when an unanticipated event occurs.

The Roles of the Three Stakeholders

Each of the three stakeholders plays a di�erent role, 
and the roles are complementary.

Central Government/Cross-Government

The central government must provide the legal basis 
and budget for preparedness activities, drafting the 
master emergency communications plan (including 
coordination with international actors) and leading 
regular operational readiness testing exercises (see 
Exhibit 5).

Source: Strategy&

EXHIBIT 4: KEY STAKEHOLDERS FOR IMPROVING RESILIENCE

Public Health Resilience

Wider supportive
policies (social benefits,
housing, etc.)

Legal basis, mandate, & funding

Aggregate healthcare
system performance 

Central Government
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Access to care
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Direct care
delivery
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& impact data
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EXHIBIT 5: ACTION PLANS FOR CENTRAL & CROSS-GOVERNMENT

Source: Strategy&

PREVENTION SURVEILLANCE RESPONSE RECOVERY
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Enact legal basis
& budget for
pandemic
preparedness

Agree upon &
distribute 
emergency budget

Set up
recovery fund

Design & own
master emergency 
communications plan

Conduct regular operational
preparedness testing

P

P

P

High-priority actions (must-have initiatives if governments are to build a resilient healthcare system
to face a potential shock &/or adversity)P

The central government and cross-government 
e�orts are required to allocate funding as well as to 
coordinate national and international actions. The 
government should undertake many initiatives in 
order to build a resilient healthcare system spanning 
five categories. However, there are three high-priority 
actions:

1. Coordinating a multilevel government response 
platform or policy to enable di�erent levels of 
government to work together in an e�ective 
manner during a crisis

2. Preparing the budget for pandemic preparedness 
and the legal basis for disbursement of funds 
when required

3. Designing and owning the master emergency 
communications plan
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In June 2020, the French government unveiled a 
new initiative to start bringing production of critical 
pharmaceuticals back to France. The aim of this effort was 
to make the healthcare system more resilient by creating 
pharmaceutical supply chains for generic drugs less 
vulnerable to disruption than current ones have proven to be 
during the COVID-19 pandemic.

Even before the pandemic, France had encountered 
shortages of medicines attributed, in part, to vulnerable 
global supply chains. The French initiative is meant as a 
hedge against France’s (and all of Europe’s) reliance on 
medicines sourced from China and India. It resembles Project 
Defend in the U.K., where an estimated 70 percent of active 
pharmaceutical ingredients in medicines on the domestic 
market are made in China, and 80 to 90 percent of all generic 
medicines are imported.36

As the first part of its initiative, the French government plans 
to re-shore production of the painkiller paracetamol within 
three years. Critics of the plan point out that producing the 
drug in France will result in higher prices for healthcare 
systems and consumers, and/or government subsidies for 
companies that currently manufacture it at much lower cost 
by sourcing active pharmaceutical ingredients (APIs) from 
India and China. Europe-based manufacturers of branded 
drugs, meanwhile, fear the repercussions of a “strategic 
autonomy” approach to pharmaceutical production that 
could disrupt free trade and cut into their profits from 
overseas markets including China. Re-shoring of production 
of APIs for generic drugs, which is chemical-intensive and 
polluting, could also run counter to E.U. environmental 
initiatives.

Notwithstanding these criticisms, the European Commission, 
responding to a request in June 2020 from six E.U. leaders 
for incentives from Brussels for Europe-based production of 
critical pharmaceuticals and pharmaceutical components, 
has moved to accelerate existing efforts on drug supply 
security for E.U. countries.37
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Healthcare Regulators

Healthcare regulators must establish a dedicated national health emergency 
strategy. Regulators should undertake multifaceted prevention and preparation 
activities, including system surge plans and public health programs designed 
to strengthen the population’s health resilience. They should survey and assess 
threats on an ongoing basis. They need to act fast to create national response 
centers that synthesize real-time data and coordinate the healthcare system’s 
response (see Exhibit 6).

Healthcare regulators should undertake many initiatives to build a resilient 
healthcare system spanning seven categories. However, there are six high-priority 
actions:

1. Drafting and ensuring adherence to a dedicated national health emergency 
strategy

2. Specifying and designing public health improvement programs in preparation 
for, during, and after a crisis

3. Establishing a national pandemic focal point and crisis response center

4. Introducing resilient reimbursement o�erings

5. Creating healthcare system surge plans and regularly updating them 

6. Designing the threat surveillance and assessment program and conducting 
ongoing threat surveillance during a crisis
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PREVENTION SURVEILLANCE RESPONSE RECOVERY
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High-priority actions (must-have initiatives if healthcare regulators are to build a resilient healthcare
system to face a potential shock &/or adversity)P

EXHIBIT 6: ACTION PLANS FOR HEALTHCARE REGULATORS

1 To manage resource shortages 
Source: Strategy& 26
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In the U.S., the Office of the Assistant Secretary for 
Preparedness and Response (ASPR) within the federal 
government’s Department of Health and Human Services 
is creating a Regional Disaster Health Response System 
(RDHRS) “to train, equip, and organize our health care 
systems in ways that make our local communities more 
resilient.”38

The RDHRS is building on existing healthcare coalitions 
that already work with funding and guidance from ASPR’s 
Hospital Preparedness Program (HPP). These coalitions 
consist of healthcare providers and businesses, emergency 
medical services providers, and state and local public health 
departments across the country. The RDHRS’s approach 
is to combine the coalition with tiers of treatment, which 
resembles how the U.S. dealt with the Ebola outbreak in 
2014–16. The tiered system involves frontline hospitals, 
assessment hospitals, regional treatment centers, and 
national treatment centers. 

The RDHRS will also expand the HPP to encompass trauma 
centers, burn centers, pediatric hospitals, public health 
laboratories, outpatient facilities, and federal facilities such 
as the Veterans Affairs healthcare clinics. The combination 
of the coalition approach and the tiered model will serve 
to expand ASPR’s definition of disasters beyond disease 
outbreaks to include readiness for chemical, biological, 
and radiological attacks.39 The RDHRS “is intended to define 
[and] enhance the delivery of clinical care when the existing 
referral patterns and healthcare delivery capacity and 
capabilities are exceeded by catastrophic events.”40
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To stimulate innovation, ASPR has created an initiative (the Partnership for 
Disaster Health Response Cooperative Agreement) inviting applicants “to develop 
demonstration projects that address healthcare preparedness challenges, establish 
best practices for improving disaster readiness across the healthcare system, and 
show the potential e�ectiveness and viability of a RDHRS.”41 Two pilot projects 
launched in September 2019 were initially focused on healthcare preparedness, then 
rapidly pivoted to a response posture when the COVID-19 pandemic struck. They 
are supporting COVID-19 preparedness and response e�orts by bringing together 
critical stakeholders, sharing relevant information, providing needed expertise, and 
preparing for more COVID-19 cases.42

Healthcare Providers

Healthcare providers must implement plans to ensure continuity of critical services 
and establish local health emergency response operations that are synchronized 
with national response mechanisms (see Exhibit 7).

The healthcare providers need to build strong relationships with communities 
and other providers to coordinate e�ective local responses. Healthcare providers 
should undertake many initiatives and actions to build a resilient healthcare system 
spanning seven categories. However, there are two priority actions:

1. Establishing the local health emergency response and event management 
operation during the onset of a crisis

2. Implementing plans before, during, and after the crisis to ensure continuity of 
critical healthcare services
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EXHIBIT 7: ACTION PLANS FOR HEALTHCARE PROVIDERS

Source: Strategy&

PREVENTION SURVEILLANCE RESPONSE RECOVERY
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At the National University Cancer Institute in Singapore, as a July 2020 paper in 
the Annals of Oncology reported, “[t]he higher risk of COVID-19 complications 
in cancer patients required a coordinated effort to ensure business continuity 
while maintaining patient and staff safety.”43

The National University Cancer Institute built resilience by protecting its 
core clinical care activities and its research and educational missions. The 
organization relied on four main principles: a focus on staff welfare and 
protecting employees against burnout; multifaceted infection control measures; 
redesignation and prioritization of essential hospital resources; and adaptable 
workflows that related to Singapore’s Disease Outbreak Response System 
Condition (DORSCON) risk levels and the hospital’s policies.44

The institute’s strategy incorporated lessons from the 2003 SARS epidemic, after 
which Singapore’s DORSCON was established. The two main pillars for clinical 
care were a segregated-team workflow and measures to allocate and conserve 
resources:

Segregated-team Workflow. To minimize the loss of workforce from potential 
COVID-19 infection, all institute staff, clinical and non-clinical, were segregated 
into two teams. This ensured that entire departments would not have to be 
quarantined in the event of an infection. Other measures included the cancellation 
of physicians’ leave, and confining physician sub-teams to specific ward, 
outpatient, and office areas to minimize exposure and cross-contamination. 
Each outpatient sector had its own registration counter, rooms, and lavatories 
to facilitate contact tracing. Face-to-face meetings were canceled, and all 
department meetings were conducted on a secure videoconferencing platform.

Resource Allocation and Conservation. Reducing patient volume was 
necessary to make the segregated-team model sustainable. This was 
accomplished by various means, including curtailing outpatient referrals and 
appointments (e.g. appointments for cancer surveillance were deferred); 
encouraging telemedicine consults, home delivery of medications, and online 
payment; postponing all non-cancer surgeries for three months; conserving 
blood stocks for cancer patients for emergency surgeries, active bleeding, and 
semi-elective cancer surgeries; and limiting per-patient red cell and platelet 
transfusion and accepting lower hemoglobin levels for asymptomatic patients.45
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Whereas previous health emergencies have 
highlighted hazards and vulnerabilities, and 
healthcare systems’ limited response capacities 
at smaller, national or regional scales, the 
current COVID-19 pandemic has fully exposed 
the catastrophic reality of a large-scale global 
healthcare crisis. The pandemic’s implications reach 
far beyond healthcare systems, drastically a�ecting 
the global economy and livelihoods.

Governments therefore have an opportunity to draw 
appropriate lessons on how to make healthcare 
systems more resilient and responsive. This paper 
has laid out a framework with which to assess and 
strengthen health system resilience holistically. 
It stresses the importance of all stakeholders 
coordinating their respective actions. Government 
actors at all levels need to define the overall 
national and multinational strategies, which 
healthcare regulators need to then refine into more 
detailed action plans and initiatives.The initiatives 
themselves concern all actors in a healthcare 
system, including pharmaceutical and life sciences, 
healthcare payors (those entities that pay for care), 
providers, and others.

In the past, the focus may have been too much on 
making healthcare systems more e¡cient, often 
in cost terms, and on tackling widely prevalent 
non-communicable diseases. This focus came at 
the expense of reserve capacity and the ability 
to respond quickly to other hazards and shocks 
to systems. Taking actions now to strengthen 
resilience will thus require redirecting funding or 
increasing it for better preparedness related to 
pandemic situations or natural catastrophes. Making 
appropriate choices in balancing these di�erent 
priorities will be key to achieving greater resilience, 
an enhanced capacity to respond, and sustainability 
for the future.

Conclusion
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Table 1: Indicators for Hazards

Appendix: Indicators in the Composite 
Healthcare Resilience Framework

SECTION CATEGORY KEY DIMENSION INDICATOR

1. Hazards Natural Droughts Drought intensity

Earthquakes Global seismic hazard

Extreme Weather 
Incidence

Change in temperature compared with the average in 
the last 30 years or the moving average of the last 30 
years (1990-2020) compared with the average of the 
30 year span a decade earlier (1980-2010) – Celsius

Floods Global flood map

Insect Infestation Desert locust risk maps

Pandemics & 
Epidemics

Exposure to pandemics and epidemics over the past 
30 years

Wildfires Change in fire risk

Human-Caused Air Pollution NOX emissions per capita

SO2 emissions per capita

Cyberattacks Cyber vulnerability

Geopolitical Tensions Global Peace Index

Homicide Homicide rate

Prison population

Technological 
Hazards

Airplane crashes

Fires death rate

Road tra¡c death rate

Terrorist Attacks Global terrorism index

Index of terrorism incidence

Political stability and absence of violence/terrorism
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Table 2: Indicators for Vulnerabilities

SECTION CATEGORY KEY DIMENSION INDICATOR

2. Vulnerabilities Clinical Access to Care Risk of impoverishing expenditure for surgical care 
(proxy for coverage)

Universal health coverage index data availability

Quality of Care Adult mortality rates

Healthy life years

Life expectancy at birth

Behavioral Alcohol Use Digestive diseases

Neoplasms

Neurological disorders

Respiratory infections and tuberculosis

Self-harm and interpersonal violence

Substance use disorders

Transport injuries

Unintentional injuries

Childhood 
Maltreatment

Substance use disorders

Dietary Risks Cardiovascular diseases

Diabetes and kidney diseases

Neoplasms

Drug Use Digestive diseases

HIV/AIDS and sexually transmitted infections

Neoplasms

Other infectious diseases

Self-harm and interpersonal violence

Substance use disorders

Intimate Partner 
Violence

HIV/AIDS and sexually transmitted infection

Maternal and neonatal disorders

Self-harm and interpersonal violence

Low Physical Activity Cardiovascular diseases

Diabetes and kidney diseases

Neoplasms

Self-Harm & 
Interpersonal 
Violence

Self-harm and interpersonal violence
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Table 2: Indicators for Vulnerabilities (continued)

SECTION CATEGORY KEY DIMENSION INDICATOR

2. Vulnerabilities Behavioral Tobacco Cardiovascular diseases

Chronic respiratory diseases

Diabetes and kidney diseases

Digestive diseases

Musculoskeletal disorders

Neoplasms

Neurological disorders

Respiratory infections and tuberculosis

Self-harm and interpersonal violence

Transport injuries

Unintentional injuries

Unintentional 
Injuries

Unintentional injuries

Unsafe Sex HIV/AIDS and sexually transmitted infections

Neoplasms

Disease Profile Cardiovascular 
Diseases

Cardiovascular diseases

Chronic Respiratory 
Diseases

Chronic respiratory diseases

Diabetes & Kidney 
Diseases

Diabetes and kidney diseases

Digestive Diseases Digestive diseases

Enteric Infections Enteric infections

High Body-Mass 
Index

Cardiovascular diseases

Chronic respiratory diseases

Diabetes and kidney diseases

Digestive diseases

Neoplasms

Neurological disorders

High Fasting Plasma 
Glucose

Cardiovascular diseases

Diabetes and kidney diseases

Neoplasms

Neurological disorders

Respiratory infections and tuberculosis

High LDL Cholesterol Cardiovascular diseases

High Systolic Blood 
Pressure

Cardiovascular diseases

Diabetes and kidney diseases
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Table 2: Indicators for Vulnerabilities (continued)

SECTION CATEGORY KEY DIMENSION INDICATOR

2. Vulnerabilities Disease Profile HIV/AIDS & Sexually 
Transmitted 
Infections

HIV/AIDS and sexually transmitted infections

Impaired Kidney 
Function

Cardiovascular diseases

Diabetes and kidney diseases

Low Bone Mineral 
Density

Self-harm and interpersonal violence

Transport injuries

Unintentional injuries

Maternal & Neonatal 
Disorders

Maternal and neonatal disorders

Mental Disorders Mental disorders

Musculoskeletal 
Disorders

Musculoskeletal disorders

Neglected Tropical 
Diseases & Malaria

Neglected tropical diseases and malaria

Neoplasms Neoplasms

Neurological 
Disorders

Neurological disorders

Nutritional 
Deficiencies

Nutritional deficiencies

Other Infectious 
Diseases

Other infectious diseases

Other Non-
Communicable 
Diseases

Other non-communicable diseases

Respiratory 
Infections & 
Tuberculosis

Respiratory infections and tuberculosis

Skin & Subcutaneous 
Diseases

Skin and subcutaneous diseases

Environmental & 
Occupational

Air Pollution Cardiovascular diseases

Chronic respiratory diseases

Diabetes and kidney diseases

Neoplasms

Respiratory infections and tuberculosis

Child & Maternal 
Malnutrition

Enteric infections

Maternal and neonatal disorders

Nutritional deficiencies
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Table 2: Indicators for Vulnerabilities (continued)

SECTION CATEGORY KEY DIMENSION INDICATOR

2. Vulnerabilities Environmental & 
Occupational

Child & Maternal 
Malnutrition

Other infectious diseases

Other non-communicable diseases

Respiratory infections and tuberculosis

Occupational Risks Chronic respiratory diseases

Neoplasms

Transport injuries

Unintentional injuries

Other Environmental 
Risks

Cardiovascular diseases

Diabetes and kidney diseases

Neoplasms

Unsafe Water, 
Sanitation, & 
Handwashing

Enteric infections

Respiratory infections and tuberculosis

At-Risk Groups At-Risk Groups Fertility rate (proxy for pregnant women)/number of 
child births

Incarceration numbers and rate (total values and per 
100,000 people)

Incidence of tuberculosis (per 100,000 people)

Population ages 0-14 (% of total population)

Population age 65 and older (% of total population)

Prevalence of hepatitis C

Prevalence of HIV, total (% of population ages 15-49)

Proportion of migrants (migrants/total population — 
proxy for migrant workers)

Proportion of time spent on unpaid domestic and care 
work, female (% of 24 hour day)

Refugee population by country or territory of asylum

Economic & 
Social

Economic & Social 
Risks

Average household size (number of members)

Educational attainment, at least bachelor’s degree 
or equivalent, population age 25 and older, total (%) 
(cumulative)

Population density

Poverty rate

Literacy rate

Unemployment rate
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Table 3: Indicators for Capacity for Response

SECTION CATEGORY KEY DIMENSION INDICATOR

3. Capacity for 
Response

Prevention Strategies, Plans,
& Regulations

Are pandemics and epidemics integrated into 
the national risk reduction strategy or is there a 
standalone national disaster risk reduction strategy 
for pandemics and epidemics?

Antimicrobial control for humans and animals

Is there legislation and/or regulation requiring 
oversight of research with especially dangerous 
pathogens, toxins, pathogens with pandemic 
potential, and/or other dual-use research?

Does the country have in place national biosafety 
legislation and/or regulations?

Is there legislation and/or regulations in place to 
oversee the cross-border transfer and end-user 
screening of especially dangerous pathogens, toxins 
and pathogens with pandemic potential?

Are legislation and financing in place to allow 
implementation of international health regulations 
(IHR) capacities?

Does the country have individual cross-border 
agreements, protocols, or Memorandums of 
Understanding with neighboring countries, or does it 
have such arrangements as part of a regional group, 
with regard to public health emergencies?

Health Governance & 
Partnerships

Is there an agency responsible for oversight of 
research with especially dangerous pathogens, toxins, 
pathogens with pandemic potential, and/or other 
dual-use research?

Has a national health emergency framework been 
established?

Health Financing Government expenditure on healthcare, total (% of 
government expenditure)

Health Resources Number of veterinarians per 1,000,000 people

Health Infrastructure Is there a national laboratory/laboratory system that 
serves as a reference?

Is there a national laboratory that serves as a 
reference facility which is subject to external quality 
assurance review?

Is national industrial infrastructure able to be 
repurposed to manufacture basic/essential items if 
required?

Medicine, Vaccines, 
& Technology

Tuberculosis immunization coverage
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Table 3: Indicators for Capacity for Response (continued)

SECTION CATEGORY KEY DIMENSION INDICATOR

3. Capacity for 
Response

Surveillance Health Financing Does the government cover the cost of testing 
potentially infected people? What portion of the 
costs does the government cover? (% of current 
government healthcare expenditure)

Health Governance & 
Partnerships

Is there a department, agency, or similar unit 
dedicated to diseases/epidemics surveillance and 
detection?

Health Resources Is there public evidence that the country has at least 1 
trained field epidemiologist per 200,000 people?

Applied epidemiology training programs such as 
a field epidemiology training program, for public 
health professionals and veterinarians (e.g. Field 
Epidemiology Training Program and the Field 
Epidemiology Training Program for Veterinarians)

Health Information 
Management

Are electronic health records available?

Are there data standards to ensure data is comparable 
(e.g. ISO standards)?

Availability of anonymized surveillance data

Does the electronic reporting surveillance system 
collect ongoing or real-time laboratory data?

Does the government conduct environmental 
detection or surveillance activities (e.g. in soil, 
waterways) for antimicrobial residues or antimicrobial 
resistant  organisms?

Is there evidence that the country is conducting 
ongoing event-based surveillance and analysis for 
infectious disease?

Does the government operate an electronic reporting 
surveillance system at both the national and sub-
national levels?

Is there evidence of established mechanisms at the 
relevant ministries responsible for animal, human, 
and wildlife surveillance to share data (e.g. through 
mosquito surveillance, brucellosis surveillance)?

Has the government made a commitment via 
public statements, legislation, and/or a cooperative 
agreement to share surveillance data during a public 
health emergency with other countries in the region?

Health Infrastructure Is there a national laboratory/laboratory system which 
tests for priority antimicrobial resistant pathogens?

Does the national laboratory system have the capacity 
to conduct diagnostic tests for at least 5 of the 10 
WHO-defined core tests?
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Table 3: Indicators for Capacity for Response (continued)

SECTION CATEGORY KEY DIMENSION INDICATOR

3. Capacity for 
Response

Surveillance Medicine, Vaccines, 
& Technology

Is there a national procurement protocol in place 
that can be utilized by the Ministries of Health and 
Agriculture for the acquisition of laboratory needs 
(such as equipment, reagents, and media)?

Strategies, Plans, & 
Regulations

Is there a national Antimicrobial Resistance (AMR) 
plan for the surveillance, detection and reporting of 
priority antimicrobial resistant pathogens?

Are there resources for the detection and alert of 
chemical events?

Are there resources for the detection and alert of 
radiation emergencies?

Are there mechanisms and documented procedures 
among all relevant sectors, particularly those 
responsible for human health and animal health, in 
place to ensure operational preparedness?

Are plans and mechanisms in place for event-based 
and indicator-based surveillance?

Does the country have a national mechanism (either 
voluntary or mandatory) for owners of livestock to 
conduct and report on disease surveillance to a central 
government agency?

What are the ethical considerations during surveillance?

Is there a commitment to sharing genetic data, 
clinical specimens and/or isolated specimens 
(biological materials) in both emergency and non-
emergency research?

Response Health Governance & 
Partnerships

Does the country have in place an Emergency 
Operations Center (EOC)?

Is the Emergency Operations Center (EOC) required 
to conduct a drill at least once per year, or is there 
evidence that it conducts a drill at least once per year?

Does the country have a specific mechanism(s) 
for engaging with the private sector to assist with 
outbreak emergency preparedness and response?

Health Resources Physician density

Are the appropriate human resources available to 
implement IHR Core Capacity requirements?

Specialist surgical workforce (per 100,000 people)

Nurses and midwives (per 1,000 people)

Researchers engaged in research and development 
(per 1,000,000 people)

Health Information 
Management

Does the country have in place an Emergency Operations 
Center (EOC)?

Have the appropriate IHR policy and procedures for 
risk communications been implemented?
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Table 3: Indicators for Capacity for Response (continued)

SECTION CATEGORY KEY DIMENSION INDICATOR

3. Capacity for 
Response

Response Health Information 
Management

Are there appropriate IHR coordination and National 
IHR Focal Point functions in place?

Is there evidence that the government utilizes media 
platforms (e.g. social media, website updates) to 
inform the public about public health emergencies?

Health Infrastructure Hospital beds (per 1,000 people)

Is there su¡cient capacity at points of entry?

Are laboratory services available to test for priority 
health threats?

Medicine, Vaccines, 
& Technology

Infection control equipment availability

Does the country maintain a stockpile of medical 
countermeasures for national use during a public 
health emergency (i.e. vaccines, therapeutics, and 
diagnostics)?

Research and development expenditure (% GDP) 

Strategies, Plans, & 
Regulations

Is there emergency preparedness and response 
planning that addresses planning for multiple 
communicable diseases that could become a 
pandemic or an epidemic?

If this plan is in place, has it been updated in the last 
3 years?

If this plan is in place, does it include considerations 
for pediatric and/or other vulnerable populations?

Is there capacity to detect, investigate and respond 
in a timely manner to food safety events involving 
foodborne diseases and/or food contamination?

Does the country have a health workforce strategy in 
place (which has been updated in the past five years) to 
identify fields where there is an insu¡cient workforce, 
and are there strategies to address these shortcomings?

Are there health service provisions to continue to 
manage essential services, infection prevention and 
control, and case management capacity?

Has the country completed a biological threat-
focused IHR exercises with the WHO in the past year 
(excluding chemical and radiological exercises)?

Is there public evidence that public health and 
national security authorities have carried out an 
exercise to respond to a potential deliberate biological 
event (i.e. a bioterrorism attack)?

Recovery Health Governance & 
Partnerships

Is there a dedicated disaster recovery entity/unit?

Health Information 
Management

Are there programs to address the psychosocial needs 
of a�ected populations after the emergency?
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